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Position Description

	Position
	Data Recovery Specialist

	Team
	Investigation Services 

	Reports to
	Manager Specialist Services

	Location
	Wellington

	Direct Reports
	Nil

	Delegation holder
	Yes

	Remuneration Range
	$105,300 – 140,400

	Date
	June 2024


Position purpose 

Tēnei tūranga
Provide technical data expertise to the Commission for the purpose of investigating air, marine and rail transport accidents and incidents. This includes supporting the Senior Data Recovery Specialist with forensic data recovery from accident sites; assisting investigators with the interpretation of recovered data/electronic evidence from transport vehicles and supporting infrastructure; and the preparation of complex data evidence for use in investigation reports.   
The Public Service

Te Ratonga Tūmatanui
Ka mahitahi mātou o te ratonga tūmatanui kia hei painga mō ngā tāngata o Aotearoa i āianei, ā, hei ngā rā ki tua hoki. He kawenga tino whaitake tā mātou hei tautoko i te Karauna i runga i āna hononga ki a ngāi Māori i raro i te Tiriti o Waitangi. Ka tautoko mātou i te kāwanatanga manapori. Ka whakakotahingia mātou e te wairua whakarato ki ō mātou hapori, ā, e arahina ana mātou e ngā mātāpono me ngā tikanga matua o te ratonga tūmatanui i roto i ā mātou mahi. 

Mō ētahi atu kōrero hei whakamārama i tēnei kaupapa, haere ki (https://www.publicservice.govt.nz/about-us)
In the public service we work collectively to make a meaningful difference for New Zealanders now and in the future.  We have an important role in supporting the Crown in its relationships with Māori under the Treaty of Waitangi.  We support democratic government.  We are unified by a spirit of service to our communities and guided by the core principles and values of the public service in our work.  

You can find out more about what this means at (https://www.publicservice.govt.nz/about-us)

About TAIC

Ētahi kōrero mō TAIC
TAIC is an independent Crown entity that supports the Transport Accident Investigation Commission (the Commission) in its task of determining the circumstances and causes of transport accidents and incidents in order to avoid similar occurrences. 

Multi-disciplinary teams, led by an Investigator in Charge, investigate and analyse the circumstances of significant air, marine, and rail occurrences, supporting the Commission to consider the facts, and make findings and recommendations to improve transport safety, rather than to ascribe blame.

The Commission’s vision is ‘no repeat accidents ‒ ever!’
As part of a small State sector organisation, TAIC employees work flexibly to contribute to the Commission’s vision through its mission of ‘safer transport through investigation, learning, and influence’. 
Duties and accountabilities

Takohanga
Securing of data from accident site
· Deploy to accident sites at short notice and/or provide investigators with remote assistance, including outside of normal business hours. This includes travel within New Zealand and occasionally overseas, often to remote locations or active marine, air, or rail work environments.
· Assist in the control and management of access to accident sites, particularly to ensure perishable evidence is not removed, disposed of, or tampered with.
· Identify and locate all relevant accident data sources in a timely manner to prevent electronic evidence being lost or overwritten. This includes requesting and managing evidence from external agencies e.g. call and radio logs, Automatic Identification System (AIS) data, telecommunications data, CCTV, Vessel Traffic Service (VTS) data and Search and Rescue (SAR) footage. 
· Secure, collect, and preserve of evidence in accordance with approved guidelines and global best practice. This includes appropriate handling and management of evidence that has suffered damage e.g. fire damage, water ingress, and impact force damage.
· Utilise specialised survey equipment to undertake site examinations. This includes comprehensive and methodical mapping of scenes, often to a highly detailed level including the using UAV/drone capability. 
· Assist as required with the management of complex engagement situations including coordinating the activities of other agencies and contractors who are at the accident site.
· Gathering witness statements and/or interviewing people who may have information relevant to an inquiry, including witnesses, family members, regulatory agencies, etc.
Forensic data recovery
· Recover and maintain evidential integrity of data from a broad range of electronic devices.
· Dedicated recording devices (such as Cockpit Voice Recorders, Flight Data Recorders, Voyage Data Recorders, and on-train Data Recorders),
· Other devices such as quick-access recorders, digital engine control systems, and embedded GPS devices, navigators, chart plotters, alongside personal electronic devices and video and audio recording devices.
· Where devices are damaged, this can include recovering binary data at the chip level and associated interpretation and validation of binary data to engineering units. This includes:
· Determining the most appropriate way to recover data from damaged devices.
· Utilising chip-off recovery where no other option is available to extract evidence.
· Using digital forensic tools to enable low-level (binary) analysis.
· Where emerging technology creates a requirement to develop new methods of data extraction and analysis, assist the Senior Data Recovery Specialist as required in engaging with national and international peers and/or external stakeholders regarding new, unfamiliar, or complex solutions.
Laboratory and Equipment Support 


· Ensure data recovery and lab equipment (hardware and software) are maintained to a high standard. 
· Adhere to all procedures for the safe operation of equipment and provide any suggestions for process improvement to the Senior Data Recovery Specialist
· Keep pace with emerging technologies and advise the Senior Data Recovery Specialist of any suggestions for appropriate equipment and tools for different aspects of data recovery jobs.
· Ensure all investigation Personal Protection Equipment (PPE) is maintained in accordance with TAIC’s Health and Safety processes. 
Analysis and presentation of evidence

· Provide detailed technical data analysis to assist investigators in establishing accident timelines and vehicle trajectories. 
· Present data using geographical information systems (GIS) to create highly detailed, accurate and informative maps/charts. 

· Reconstruct accidents using 2D/3D technology including creation of 3D animation representations of accidents.

· Distil complex data into easy-to-understand information. This includes creating informative and clear diagrams to represent evidence visually and editing audio/visual technology to ensure high quality presentation of information.  
· Manage evidence storage using TAIC approved methodology, processes and systems.

· Prepare a file note for all recorded work undertaken for an inquiry. The note should include a summary of any issues encountered during the data recovery process along with reasoning for any data that was not recoverable. 
Development and research

· Assist the Senior Data Recovery Specialist with undertaking project work to advance data initiatives for the Commission, including developing the Commission’s current data recovery policies and guidelines, and improving future analysis and visualisation capability. 
· Work with the Senior Data Recovery Specialist in the development of investigators in the processes and techniques associated with electronic data handling and recovery, including the opportunities and limitations of various data sources.
· Work with the Senior Data Recovery Specialist in the development of digital site survey techniques to capture and recreate accident sites and vehicles in 3D using RPAS and laser technology.

Relationship management
· Provide technical support across multiple investigations in a timely manner. This requires excellent time management skills, including the ability to effectively handle competing work priorities without compromising data integrity.
· Establish and maintain collaborative working relationships with equivalent specialists at overseas investigative agencies, including facilitation of data requests from overseas counterparts.  
· Carry out duties that are consistent with, and honour the Commission’s commitment to, Te Tiriti o Waitangi and demonstrate a good understanding of the expectations of iwi / Māori within the context of the Commission’s work.
· Work with the Senior Data Recovery Specialist in the provision of specialist expert advice and input to the scoping and planning of investigations.
Health, safety and welfare
· Remain familiar with and practice TAIC’s health and safety, wellbeing and welfare procedures; including in respect of access to hazardous areas, performance of potentially hazardous tasks, and the reporting of safety hazards, incidents or accidents.
General

Undertake any other tasks as required by your manager from time to time.
Position specific competencies

He pūkenga tou
Qualifications
· Relevant mechatronics engineering qualifications or experience (highly preferable); or
· Relevant electronic engineering qualification or experience (highly preferable); or
· Relevant software development/programming qualification or experience 
Competencies and experience

· Sound knowledge of mechatronics/microelectronics/electronics/avionics; or 
· Strong knowledge of data recovery; or

· Strong knowledge of computer engineering; or
· Strong knowledge of automation systems; or
· Strong knowledge of machine learning/ AI

· Good working knowledge of Python, VBA and or other high-level programming language (desirable).
· High level of IT literacy and understanding PC architecture (desirable)
· Good working knowledge of audio and video analysis (desirable).

· Good working knowledge of GIS (desirable).

· Experience working with marine electronics or avionics (desirable).
· Excellent communication skills, both verbal and written with strong attention to detail and accuracy. This includes ability to follow oral and written instructions and to seek clarification when uncertain.
· Excellent time management skills, including the ability to effectively manage competing work priorities.
· Ability to work independently using a wide range of relevant, credible information from internal and external sources to support decision making and problem solving.

· Ability to work in challenging and dynamic team environments; understanding own level of responsibility and empowering others to make decisions where appropriate to meet investigation milestones and objectives.  
· Ability to comply with specific legislative requirements, adhere to the Commission’s policies and procedures, and report or escalate risks, issues and events.

· Ability to maintain a strict sense of professional ethics, confidentiality and privacy, and abide by the public service Code of Conduct
· Confidence to work with people from all walks of life and respecting different cultures.

· Responding to the changing needs of the Commission by undertaking any other tasks, as reasonably required.

Medical competencies and other requirements

· Medically fit, i.e. no significant health problems.

· Physically fit i.e. able to work in remote locations and extreme weather conditions without undue risk to self or others.
· Strong emotional and psychological maturity to handle stressful and emotionally difficult situations. Such situations may include dead bodies and, in some cases, severely traumatised bodies with empathy for survivors and distraught relatives. Note - This role is privy to sensitive information about transport accidents and incidents, some of which involve death in tragic circumstances. As part of TAIC’s wellbeing programme the person in this role must have an annual and confidential wellbeing check with a TAIC psychologist.

· Ability to work in New Zealand.
· Having a valid passport and maintaining a current driver's license.

Key relationships
Internal

· Commissioners

· Chief Executive
· Chief Investigator of Accidents
· Manager Specialist Services

· Manager Surface Investigations and Manager Air Investigations
· Senior Data Recovery Specialist
· Investigators
External

· Specialist domestic and international agencies for on-board recorders

· Commission contractors

· Government departments and public sector agencies

· Regulators
· Operators

· Other interested persons

Values

TAIC’s values describe the way we work and interact, with each other and with others.
	Value
	Description

	One team
	We work as one to fulfil our purpose and we value everyone’s contribution. We are greater than the sum of our parts bringing our unique skills together to achieve TAIC’s goals. 

	Pride in our professionalism
	We demonstrate our competence, quality, skills, and appropriate behaviour at all times. Most importantly, we take ownership for our delivery.

	Respect for others
	We respect others, their points of view, and their accountabilities. We take ownership of how we act, treating each other with respect and dignity.


Organisational competencies

	Competency
	Desirable Performance indicators:

	Results Oriented
	· Clearly defines and achieves objectives on time every time

· Pursues success with energy and drive

· Plans, prioritises, and actions work effectively.

· Analyses complex situations and implements effective solutions

· Proactively considers risks and issues and acts to manage them, including advising others, as appropriate

· Handles uncertainty. Makes effective decisions in uncertain conditions

· Contributes proactively to the objectives of the Commission.

	Business understanding


	· Committed to delivering the Commission’s strategies and objectives.

· Understands the role of the Commission, and how they contribute to it

· Understands how the Business Services and Investigation teams both contribute to the role of the Commission

· Understands the political environment within which the Commission operates

· Understands the machinery of government, and applicable financial and behavioural requirements of public servants

· Embraces the ethos of public service

· Understands the role of the Treaty of Waitangi in New Zealand.

	Leadership


	· Promotes the Commission’s strategic direction.

· Role models TAIC’s values and holds others to account for their behaviour

· Furthers team objectives

· Encourages and supports other team members

· Embraces change. Actively works to improve systems, processes, as appropriate

· Ability to work under pressure, sometimes in traumatic circumstances.

· Takes ownership of continuous personal development.

	Relationship Management


	· Builds positive and healthy relationships internally and externally, while maintaining Commission independence

· Is professional and courteous in communications and behaviours with others

· Promotes collaboration and cooperation

· Identifies common goals, encourages collaboration and joint ownership

· Demonstrates empathy to those involved in tragic situations, while maintaining professionalism and performing Commission tasks

· Handles difficult or tense situations with diplomacy and tact.
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